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K PLC TAVAHMINH o PR AR IMRATAARHERNZT o SCRE 4XLANL 1 XWLAN,

1 XRS232 (debug) v 2XRS485, SIM &+ TF £, 2.4G Wifi Thfg. HMRF (ATHk) . XL
+ ATk,

ARG SR D P DO N o LR, SEI e ARSI B A, I N T
A, ). R KR AR B, T AL, RRIETE. BT Rk, Mk,
RS, RRESOE. B R KR S N .

B
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=
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SYS WIFl ALARM
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2. 1. ZEERTHIN

B AR

— £ 453 FHL
—/NEJE AR

DU 56 Kk

PIAR WIFT K4k

— ML 4 (JERDD
—HRMLL GERD

—A> 2PIN a2 i1

—A™ 8PIN 2Rt fz 2k v 1

WERA K, IR A .

2. 2. B 2 R

B2k in K-

ANT2 ANT3

[=lal2]a]x]=]3]%]

35 12
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SIM/UIM R 2 o2k k5 E W Z4H 4, BT BL SIM/UTM - 4 20 11 1 22 3 4 REIE Bk
AR e P b RBOR .

PLAIZE TP EEAE SIM/UIM R 2 Ribpife, ABEMEH AR, AHEKENFR,
VU 75 5 A A B R BT REAE AR B .

W

(-]
SiM|

GAGHT S ORI AE N SIM/UIM R JHa 553 /N3 r, RAESEH . SIM/UIM 48 )& 08 v s 4b
JCE T SIM/UIM -RAgE A, FR A, o ORdd 247
VER: SIMREZERS LB FEE, 2 SESIM KA.

2.2.2. BOEE

—/NRS485 (BEHD &y H &M, tkd Ol T R HEEE . T REEMN

A 2 A RS485 IO 1232 #:10 (F1 DEBUG E ). 1 12V i .

S pITACES
AN (A
= (B)
2.2.3. HERE

AT FRAC 1. 5A/12VDC HLJR, AT DLEHER A 5-35VDC RS W &gt i, X RH
AN RS W & AL ERT, DA UORAIE IR AR e M (BU /N T 300mV, A £R B (8] B ANEE

it 35V).
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2.2.4. REBTHE

REN BRI 9B MF 5 1L Z A, S AUE 23 T7 BEIA B H A L ARG o
REHE Y SMA B SkAdi i . B ACE REH SMA FHEKHES] ANT RE# M B, FFaffRiEE,

DS AL A=

2.2.5.  HAITUHHA

TR R B IZATIRES KR EWE R, AT PRI DG PR, vt o 3t A

Wr ik & 1IE 1 TIRES
femIT rR & B
o W HLUR IE &
PWR
K wEALH
e MMT EREEiE2IEs
SRR R T S AT (EREE it
ST R4
AR R IEFIBAT
System
K AGAIEH
o B4 O K 4%
Online
K B8 ARG T 2%
" H SIM/UIM R AR AH RN AR . KA 555
arm
— IR — X % A8 A AR
I — P I BR I X % FH A TC VR R 4%
K W& TR
[N FR HERIER
WAN/LAN
x KiEH:

B=F SYEE

FH AR R 2K ¥ 45 1) LAN IR FEL I PR 19X 13 s B ot P 28T A #3355 4% 2 28 i

TR BB WIFT #45,
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b Internet YR 4 (TCP/IPv4) Bt

i sEER=

FAEERMREESN IPIRE,

@ BIENERSE IP #B4H(0)
O EFATERY IP ftak(S):

(@ BRNERIS DNS RS FEHELE(B)

IRHATEAFSE(L)

O fEFTERI DNS ARESREHIAE(E):

IPIRE, T, FEBENRE

BERWV)--

=

%IP’E P;]F%Lﬁﬁ’j‘jkﬁ%)k f%%%{#\:ﬁ :.

[ZE-E =4
AR
& Realtek PCle GBE Family Controller

BE(Q)...
WERER TFIMRE (O):

8 Microsoft SR

= Microsoft RESHISTHFITENL LS
QoS HREHRIES

« Internet HMYARAS 4 (TCP/IPv4)

0 . Microsoft RESERES SN
- Microsoft LLDP iiX3RaniEs

« Internet HMARA 6 (TCP/IPV6)

. SEEEEHATIRTER

<

>

v

W EECE H BB F % B TP A 192.168. 1. xxx  CF1 [ ¢ [7@ 4~ W EZ ),

FHN)...
il

() BHER)

Internet tMY,

FITEREIY, B
FAEREIRE BRI Hi(E,

W B

192.168. 1.212; T 8%, MNERIAE N 192.168.1. 1,

4 admin, BRINZEHY admin, SEANECEWH, W HE:

3.1. 8%

€« C A F&£| 192.168.1.1/cgi-binfluc
REEN
e AsEunEE,
B
=S

@R @50

—ERH CEBE , T AR RGMRE BEAMEITIRE.

3. 1. 1.

B RGMRIELE, WiE:

ARG

5 |

=
=1
1Pv4 iR Internet
1Pv6 SEk: TR
RS BEA
TR 02:12:30
EEE: 1.0 Gbps
FEERE).
b=
oex— WS Egm
&
ES=H 148,168,822 i 44,427,812
GEEP) (=0} LHF(G)
Q)

u

BENBNTUH; AR
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FiE router

Emes G453

SN 20211125252

B 531013

75018 2021-11-16 17:35.24

it 2029-11-30 03:21:57 Friday
B oh 26m 555

FRE 0.38, 0.18, 0.12

N

EIRE | 230684 kB /254152 kB (90%) |
SR [ 216072 k8 1254152 kB (85%) |
gEr [ 10424 k8254152 kB (4%6) |
=l [ sasskeizoatszkB (1%) |

3.1.2. MK

S~ WAN. LAN. WIFT. DHCP Z&MZ%IR4s, Wil :

IPv4 WANSRTS i WE e
usbo Hhk: 10.23.15.241
FRHRERY: 255 255 255 252
F: 102315242
MACHEE: 22cec 8672708
DNS 1: 218.85.152.80
DN 2: 218.85.157.00
i Oh Om 44
il 5= 26 (-61 dBm)
- 55
SIM-EERS: ON
IMEI: -
ICCID: 305603 10245025672263
e T
EHERE i
EzmEs [ 15/ 16384 (0%)
LANYZES
IPiaE 182.182.1.1
FREER 255.255.255.0
CHCPEESE BH
MACHELE 00:52:24:51:31:20
S - ‘i’\;,.
FTEERE
i =t
ssD Router
f=E 1
m wpa2psi-aas
MAGHELE 00:00:43:28:80:40
DHCP%
Fia 1Pva-fii MAC-Hitt FRIER
BECOEGTES,
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AT 5 B T AT AR

3.1.3. BEHR

MT&%E ARP. {Hh RS AR E R, W

EEERE

EESEEREE,
ARP
Iy
19z.183.1.211
TERIA|Py4- PR
A FEr )
wan 0.0.0.0/0
wan 10.23.15.240/30
an 192.168.1.0/24

an FD42:E6F2:1C6A:0:0:0:0:0/64
oopback FD42:E6F2:1C5A:0:0:0:0:0/48
oopback 0:0:0:0:0:0:0:0¢/0

‘oopback 0:0:0:0:0:0:0:1

an FD42:E6F2:1C6A:0:0:0:0:0
an FD42:E6F3:1C5A:0:0:0:0:1
{ethd) FF00:0:0:0:0:0:0:0/8

an FF00:0:0:0:0:0:0:0/8

wan FF00:0:0:0:0:0:0:0/8

{wian0) FF00:0:0:0:0:0:0:0/8

{wian1) FF00:0:0:0:0:0:0:0/8

wan FF00:0:0:0:0:0:0:0/8

oopback 0:0:0:0:0:0:0:0/0

3.1.4. RGHZE

MTERAFGHE, BAEE.

MAG-HBht

00:02:c8:aaef 1e

LT
10.23.15.242
0.0.0.0

0.0.0.0

IPye- R

0:0:0:0:0:0:0:0/0
0:0:0:0:0:0:0:0/0
0:0:0:0:0:0:0:0/0
0:0:0:0:0:0:0:0/0
0:0:0:0:0:0:0:0/0
0:0:0:0:0:0:0:0/0
0:0:0:0:0:0:0:0/0
0:0:0:0:0:0:0:0/0
0:0:0:0:0:0:0:0/0
0:0:0:0:0:0:0:0/0
0:0:0:0:0:0:0:0/0
0:0:0:0:0:0:0:0/0

0:0:0:0:0:0:0:0/0

TRAEMRET ThRE, W

brdan

it

o

00000400

TFFFFFFF

FRFFFFFF

00000000

Q0000000

Q0000000

Q0000100

00000100

00000100

00000100

Q0000100

00000100

FFEFFFFF
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FEHREE

E=HE EFEE RiERE®

Nov 30 02:55:15 syslogd started: BusyBox v1.23.2

Nov 30 02:55:15 systemd[82]: read 12 bytes from pipe, content is [14-5-500-500]
Nov 30 02:55:15 systemd[82]: pin [14], action [5], on [500], off [500], n = 4

Nov 30 02:55:15 systemd[82] read 12 bytes from pipe, content is [17-5-500-500]
Nov 30 02:55:15 systemd[82]: pin [17], action [5], on [500], off [500]. n =4

Nov 30 02:55:15 systemd[82]: read 12 bytes from pipe, content is [28-5-500-500]
Nov 30 02:55:15 systemd[82]: pin [28], action [5], on [500], off [500]. n = 4

Nov 30 02:55:15 systemd[82]: read 12 bytes from pipe, content is [26-5-500-500]
Nov 30 02:55:15 systemd[82]: pin [26]. action [5], on [500], off [500]. n = 4

Nov 30 02:55:15 diald[540]: diald process starting ...

Nov 30 02:55:15 diald[540]: proto lte, user , password , apn , auth type , section wan
Nov 30 02:55:15 diald[540]: No dongle has been detected, detect it again

Nov 30 02:55:16 netifd: Interface 'lan’ is enabled

Nov 30 02:55:16 netifd: Interface lan' is setting up now

Nov 30 02:55:16 netifd: Interface lan’ is now up

Nov 30 02:55:16 netifd: Interface ‘loopback’ is enabled

Nov 30 02:55:16 netifd: Interface ‘loopback’ is setting up now

Now 30 02:55:16 netifd: Interface loopback’ is now up

Nov 30 02:55:16 netifd: Network device ‘eth2’ link is up

Nov 30 02:55:16 netifd: Bridge 'br-lan’ link is up

Nov 30 02:55:16 netifd: Interface lan’ has link connectivity

Nov 30 02:55:16 netifd: VLAN "eth2 1' link is up

Nov 30 02:55:16 netifd: Network device 'lo’ link is up

Nov 30 02:55:16 netifd: Interface 'loopback’ has link connectivity

Nov 30 02:55:16 wireless: scan ralink wireless

Nov 30 02:55:16 systemd[82]: read 12 bytes from pipe, content is [28-5-500-500]
Nov 30 02:55:16 systemd[82]: pin [28], action [5], on [500], off [500], n = 4

Nov 30 02:55:16 syslog: ral(ralink): disable failed

Nov 30 02:55:16 syslog: Command failed: Not found

Nov 30 02:55:16 syslog: Command failed: Not found

Nov 30 02:55:16 wireless: scan ralink wireless

Nov 30 02:55:16 firewall: Reloading firewall due to ifup of lan (br-lan)

Nov 30 02:55:21 systemd[82]: read 12 bytes from pipe, content is [17-4-500-500]
Now 30 02:55:21 systemd[82]: pin [17], action [4], on [500], off [500], n = 4

Nov 30 02:55:21 systemd[82]: pin 17 is not used

Nov 30 02:55:21 diald[540]: No dongle has been detected, detect it again

Nov 30 02:55:22 dnsmasq[785]: started, version 2.73 cachesize 150

Nov 30 02:55:22 dnsmasq[785]: compile time options: IPv6 GNU-getopt no-DBus no-i18n no-IDN DHCP no-DHCPv6 no-Lua TFTP no-conntrack no-ipset r

Nov 30 02:55:22 dnsmasq[785]: DNS service limited to local subnets

Nov 30 02:55:22 dnsmasq-dhcp[785]: DHCP, IP range 192.168.1.100 - 192.168.1.249, lease time 12h

Nov 30 02:55:22 dnsmasq[785]: using local addresses only for domain lan

Now 30 02:55:22 dnsmasq[785]: no servers found in /tmp/resolv.conf.auto, will retry
Nov 30 02:55:22 dnsmasq[785]: read /etc/hosts - 1 addresses

Nov 30 02:55:22 systemd[82]: read 12 bytes from pipe, content is [28-5-500-500]
Nov 30 02:55:22 dnsmasq[785]: read /tmp/hosts/dhcp - 1 addresses

3.1.5. VPNRE

T 5os VPNCIRAS, i

VPN

VPNITES

b
&}

IPHbHE
S
a3

[SieZ=iET

3.2. &XE

pptp

10.10.100.13

255.255.255.255

10.10.100.1

2h,51m,37s

SR CRRT, EERMTRANSMASH, EEELT . SRE,

WIRBCE . WIFT B FELRN. W42 W4,
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3.2.1. WANiXE

WAN 15 B 3 B % FF DHCP/E# A4S 1P/PPPoE/3G/LTE 25 &Rz, R FHEMMER, HEd
BHECMSE, S “RAFSH” BIAT PASEEliERz .

WANLCZ &

EFE, fALERWANDESEE

WAN#E]

ETIER ERER

WEEE O £ @ pap O cHAP O PAPICHAP

FRST AR RN, BRUGZ AN, WX & RBAAE, HRFFRIME

APN:iZE W) apn, AFEMIEEEH AFM apn, HEKZ)E conet, 1 EBOE 2

3gnet, MEHAEE ctnete TWMRWERH —L11 apn, TEIRET, BZE R

HARN) apn ZH00] LK HIZE R, S TS EmEdE &, XAME DO,
BHEAELT, RERASE, R&K A8 HRAEEN apn. #1585 @& AH ZRE

SE 1) APN 2244, T2 BGEE R 45 11 APN S0 & .

PIN: SIM K PIN i, T5 B H], DLk SR it

PAP/CHAP i 4. LRI FEMAH 4, HE RIS .

PAP/CHAP #RG: &M -RI 7 BN Y, HE R U .

B RIEL MR

TS SE: AR LRI R F L5 515

WAERR.: R4, S, T2 EINERA. PAP ZMISCIMIE, CHAP 24 T

WAIE . ZEAR S W I 2 RIE PEATER AL, 4R 5 22 R U
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3.2.2. LANO

LAN [ 3 B = B T Hc B X 451 IP, DHCP RSS2 E H, LA/ 1P HubikyE .

{0 - LAN

ERFESOES.

I

—RiEE

ETiEE ELER
Wi | S b4
PvatBhl 192.168.1.1
Py EER 255 255 255.0 w

DNSEER

DHCPERE %

#EOHCP [ @ =ETEO8pHCE.

FeE 100 0 FEARIER S L,
58 150 O e chiin=trt 8
mEEE |12 0 BATEE, RIS,

S T

IPv4 #itht: FCE LAN k.
IPv4 FWH#ERS: LAN bR HED .
IPv4 WI3R: $RHIF — Bk G,

SRH DHCP: /)it “Z5HIAH ) DHCP” 5% P DHCP fiRk%5 .

Foh: SR dhep MR%S AR AAE, bl 100, fRFRM 192.168. 1. 100 FF4A 5L
B AT IP HhhER, RORIT UG RO % S BN RE R I 250,

FAFIBIR): S0 FC Y TP (R A

3.2.3. Tk

ToERSE I EZ ] T ¥ & WIFL [ SSID, TARRIS, #iSE2 8, AF ST AR
EAFKEEZH.
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Z&ieE

=FoE, FFLESTHRNEFSHREN

EOERE

B s ERE

WiFi2z4c @® =8 O =8
M4E=(55ID) top-iot_39ce
BE =3 o
Bt |802.11bg v
o= WPA2-PSK-AES -
E= 1= S &

EsEssin O

mii” AR ¢, JFE WiFi DhRg.

M4 (SSID) : LML 4.

fail: SCRF 113 {518,

B H AT FF 802. 11b, 802. 11g. 802. 11b ¥ HfEiAF| 11Mbps, 802. 11g A LAIA
| 54Mbps .

R BULEEN, W@ ERMARAEN, AeeiE L. B EHE 8 M.

3.2.4. {ELEBEM

SR IR, RA 2 BN AE LW T 3R DL AR LRI 2 58 I 245 00 19 2% 3%
BOROL, WERMBURE, M B, A2 T B e, WRERTEE L, M
HF B, PLUARIMEZ LRI H . S NSEHE (T
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TELiF

Rl @ 2R C

L
an

FRER  ping

HEURSE | 114114114114

RBMREE 20296199133

EHAAE 3

=2EE 60 e

mREE @ mR O ;

¥
il

RARMESEE 30 @

WAL Hili 3 FF ping/traceroute/DNS =FHEMIJ7 .

Ping: ping &% ping —> IP BiE kA, ping BN ML

Traceroute: traceroute 225 RERRE HIBRAT, WA ARIIA H Kk, NRANTEL.,
DNS: DNS filftfr— A, S el DUEST, MAHTEL.

HR: BN ping, f#/ traceroute AT 2 LBFEIR, DNS MM AR, {HIA Y DNS
HEAF, SHELE, BELIEI. MHXTEEH ping Z&RE K.
FHRWARSS A DRI o5&, rTRLE 1P, tn] DURIR4

RIRPBRSTA . QR IR T 2548 M, AT DA 5 R IR 55 4%

ERRE: ARIRNRI, W) DA E B

EARERE: W9 RN 2 5] I 18] (e o

BHRER: WR—-BEAEL, S B¢ SERERNEEESE.

T RICE S ] $RE 2 KN AEL, SR

3.2.5. WKLk

¥ ¥F ping/traceroute/dnslookup 1X =Fh 77 s MM 4412 Wr; ping/traceroute Z#n]
DL A4 el 1P, T ZBMNZ &£ 4 nslookup H T M — N84 .
M ping, WIE:
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PILEZER
REETE

14114114114 114114114114

Pv4~ || @ Ping

Traceroute

(114.114.1

tt1=82 time=35.484 ms
.114.114: seq=3 £t1=69 time=32.530 ms
4.114,114: seq=4 ttl=65 time=32.497 ms

5 packets transmitted, §

Bt traceroute, WIA:

114114 114 114

63.com

IPvd + Ping Traceroute

Install iputils-traceroutet for IPVE
traceroute

traceroute to www.163.com (27.148.151.214),

i nslookup, #IA:

1M4.114.114.114 www.163.com

1Pvd4 v Ping Traceroute

Install iputils-traceroutef for IPv6

traceroute

2Address 1: 127.0.0.1 localhost

Hame:
Address 1:

Addreas

3.3. %%

AR SO TG B K

www baidu_com

@ Nslookup

www baidu com

Nslookup

30 hops max, 3% byte packets

www.baidu.com

@ Nslookup

H B T M WAN 1 32E K ) TCP/UDP 3% 2 40 4= 4 il g

5, EREM WAN 25 B 2 icid o S R 7 R E I TP, RESE AR S BT I3, 7%

TG E T T (R — T
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3.3.1. DMZ EHL

DMZ Ljj g AT LAAE WAN 1tk e S5 B LAN S ()23 — 5 T 0L A 31 WAN sk i) 0.8 2 1
5 BF5 52 (¥ LAN o 4L

DMZ

BEOMZEHL

oM @ =@ O

s
Eil

EEE
® [FE v

DMZE#L 192.168.1.0

DMZ: EFTF A mt iz, J5 A DMZ Zhig.
DMZ EHML: T Emhf i) LAN 33— & B ML 1P Hbdik.

3.3.2.  ¥WgHO#k

FHEE DMZ, 3 11 5 5 SERE A AL A2 ], AT DA R AR RS — i 11 1 a0 e & 3 LAN 3
— BTN, AT ASEBLEEAS R 8w 1 AN FE A L

P - RO

R RS

IR OHEA
aF ILECHIRI Lz B
]
ELETES
mmpmllg:
zF i ShEBREE SRR PIERIPHEIE PaEBimC]

TCP+UDP v | wan ~ v 8 &

B REREFHMNM AT, ATE— M X4 F.
Wl FEE BRI, RTLLZ TCP, UDP, Ei# TCP/UDP.
AhERI O i 1 AR H 0

PEB IP Huhlh: 2 AL 1P Hihk.
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PCE e, e “On” $l, WO, S “ORAFNIH T 24, AR
IS S8

3.3.3.  JEEHN

AEAE RN AT DA F9T 07— 2280 i 1, PR 75 2T AR VG R e # A BC B U, A BATOF

80 v 11, LHE ssh iR, WLFTH 22 g

s EE | SRR =
BAoKiE - @S

EBEMIEY T ARIREFRRFE, Filn: BE T EEE, TAEWANSRD.
B
BF PLECH THE =]

B

AEEHIEE
FIFmERRO:

z2F v bliecd Shakim

TCP+UDP  +||wan ~ A &m

RN

E=< 2 TRRCE Bt

v | B FeEs

BF: ERFMNNAT, TR~/ R4

W R BRI, ATELR TCP, UDP, =& TCP/UDP.

AN O 48 E WA EAT RIS 5 .

TS PR AT LU 5 i — 2e 0 [ RN, AT EAA LAN 2 WAN, 2R BLA LAN £ WAN.

FEE RN
£ bS] BiFKS
lan v wan v E Fines
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EER
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iR K
lan: lan: g*
Wl wan: ot
EMACHERE (£ =
R = Y
Rimd
B o om @A
FERE =5
lan: lan: g
Wans wan: d_.-_-
Bfritsit = v
= |
ME = v
Fnnssy @ f5EEiptablesfugist 88, NHER!

FRMIsbE: nT LR BRI IPv4, TPv6, =k TPv4/1Pv6 Hbtl.
WS 48 YRR R, WU TCP, UDP, E# TCP/UDP.
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YRHbE: 4R e B EIE 1P,

VR O . 5 O A YR
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2) EF (EHEHEY);

3) 4 (ZEEEN, JFRE—DATIEEER)
4 FTeEE OMEARTAEED) .

3.4. VPN

VPN T8 — 2% e & HilIE, 7EXS@E b, B2, DURIE S i % 4

f&4, BRI SCH PPTP A1 L2TP =,
3.4.1. PPTP

PPTP 7] J I % 1 it sl AR 55 bt al, RIS 20 AL, 502251 R A

CIRUTiR N

3.4.1. 1. Bk
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PPTPIZS

BEPPTP
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HRssEtE 10012
s

=5 &

SHRERA @ g 192.168.10.0
TR @ =g 255 255 255 0
NAT @
EEMPPENE @
EREEEIPHEE [

HARE O @ HARESEHIVANLT
RS2 Huht: $552 PPTP fRS5Sum b, wl DU TP dthhl, i DLEHR4 .

FF4: &SI EmAEr 4.

BRD: RSsARR AL BT

SEURFP: U R, Edn PPTP R4S Ui ) LAN 3 & 192. 168. 2. 1 52 % vify - 9 3
& 192. 168. 2. 0,

XU F P TR, —M 255. 255. 255. 0.

NAT: ATUAA pppO #2106, AR TP #< &4 pppO 1) TP,

J& Al MPPE N : §7/2)3%k#% MPPE N

Jo A IP Hudk: mTLABE VPN (EEAS 1P,

BRIARISR: 477, WI2xLL ppp0 G — & BRIAEEE, FTA A #2 E X 4R B
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MBI E “JEH” $HL, JT)A PPTP IRSS S DI e«
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IPHEHEEE | 10.10.10.100-10.10.10.200 @ eg: 10.10.10.1-10.10.10.254

3.4. 2.

BREMPPENE &
NAT
DNS1 8888
DNS2
WIN1
WIN2
CHAPZIS | #USERNAME PROVIDER PASSY @ eg: test™lest”

L

ErhimFR | #USERNAME SUBNET @ eg: test 192.168.10.0

4

R4 A IP: 45 5E g5 i) 1P Ml

IP HhEEH . 45 ErACH) 1P sy .

J& FH MPPE % : {7721+ MPPE N .

DNS1/DNS2: 55E Z I3 BCi) DNS ik

WINL/WIN2: #&5E WIN fthhik.

CHAP ##5: FTOIBZEFIKS, —&idmx— P, A P 4E#
kPRI *o AN — KT test. Bfd: test, MXFILFKN:
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L2TP

L2TP 7] J5 I % P it ol AR 55 bt al, RIS 20 AL, 35022 51 R A

A PRI PR 1

3.4. 2.

1. B umtE

RIEINE R $HL, WIT R L2TP B L e
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{EFIPsec

ME=EE

RURID

TR

i T PHERS

NAT

BRMPPEIDE

ERETIPE |

10012

b
H

i

@

@ eg: 192.168.10.0

@ eg: 255.255.255.0

RG-S Hibk: F55C PPTP RS (i, 7L TP Mok, HATLL2IR4 .
FF%: WRESEHKHP 4.

FhG: o5 s iR AL .

&£ Ipsec: 2Jikffi %L

P ERL: RS AIR %R .
SRR W79, Eehn L2TP IR 453 i LAN St 192. 168. 2. 1 HB-4 X S 1

WiAE 192, 168. 2.0,

Xt T IR I RS, — &2 255. 255. 255. 0.

NAT: fit LA ppp0 # M H R B0AL, BLRYE 1P #52 B 4B ppp0 1) IP.

J& Fi MPPE tN#: 47 /2) k5 MPPE Jin% .

BOARISR: $7742), MLl ppp0 B — BN, T I BE # 2 1X Ak i
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wH TF
RE EPE
B uop
wH 1194
BEXD  TUN
OpenVPNAES iR
WIE%E I8
cA | BRI | FrEEE
KRR | EBXE | REEEITE
Heg  REXA | FEEBETes
DH BB | FESAReE
TR
R
BRNAT
ERLZOES  BEm
MEEE Blowfish(128)
MTU 1500
OpenVPN: siidi “JFJ3” JF4f OpenVPN AR5

¥ath: FEE OpenVPN M B4R FNEER, FTRUZ B, ] DLW

AR A& s — & BgiE

FM: 2 EEER ARS8

fath: IR MR TR, 75 A R AR (2 P ity I 2 R 45 i

P FREEREIL T UDP, iES2E TCP, ERIAJE UDP

Y O: 487 OpenVPN i AW —uify %4z, BRiAdm 2 1194

WARE.: WEIKIHA tun, tap, tun BAE=ZHIEELE, tap & ZHIEH
OpenVPN R $5¥f: R (08 %/ i IR, 75 246 e R &5 o A ik, T DU TP, B2 4
AERAL: IR T, YAETAONIES, &S, ATLEE, EBaEHas%
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TLS Role: HINIERMZIEFIAIE, 7ZAEE TLS M (% 7 il 2 IR 55 b

3.4.4. IPSec

7F IPSEC TUTHI, 4o AT LA 1 IPSEC dE#: A HORE .

' WEAE | EER N
RExm | TREIR N
g 2 Bt o 192 168.4.0/24

iR 192.168.5.0/24

]

IKEmM#EE#E | AES-128

=]

IKEfE W E % SHAA1

Diffie-Hellmang Group14(2048bits) E|
IKE47ER%iEl 28800

WERE | nEER B

MEEFR | 123456abc

F 110 B
iR gIE
ESPMEHRZE | AES-128 E|
ESPRBESE  SHA 7]
DPD#EEY  60s

DPD# M B 150

DPD Action |EE E|

Ytmiht: i A IP bk el . G RSR A T RS R IhRE,  WZ G AN T 4,

IR S I vivt e ot 5= Wl VN Y 7 e W

PRIERA. wiks “TMEFM” o CEMEBEIENL o “ENRITRT . ENFI N
&
ARBGTW: AHL T AT RS, Flhn: 192. 168. 10. 0/24;
St G 1R T RS, Filtn: 192, 168. 20.0/24;
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PR A B s AR, LA TP R4
ESP i : ESP Khnes 7R,

3.4.4.1. BRS5uRAER

AR ‘)RR %L, B L2TP IRS5um e

L2TPEFm =R @

i
i

L2TPREE ® =B =
BR&EimAHEIP | 10.10.10.1
IPHEHEEE 10.10.10.100-10.10.10.200 @ eg:10.10.10.100-10.10.10.200
ERBMPPENNE
{FHIPsec ¥
mEEEH =
NAT

CHAPZES |#USERNAME PROVIDER PASSYV @ eg: fest” test*

il W7

ZPEEFR | #USERNAME SUBNET @ egitest 192.168.10.0

MR %At IP: $i € IR &5 v 1) 1P bk

IP HhhE . 45 ErACH) TP My .

J& P MPPE fn&: §774)1%#% MPPE N

fF Ipsec: WEZ .

CHAP B/ : I FRIEZE KT, —&ilmxtpi—M, #RAh: HP sk
kPRI o WM —NIKS: test. #fd: test, MIXZFKILFN:

test * test * .
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3.5. Bk

3.5.1. BSHHE

A i p A I R R T

#0 Bir IPv4-F {8 IPv4-FlX o

EMIPE I mENEE—1FE

lan v | | il 53

B 15 E SN — AN DN ER H
Hin: ATLUZENL 1P, WAL 1.

IPvda TR @EE: HAsK FMEH, WRHBLEIN, T MEWMZLZ
255. 255. 255. 255.

IPv4 BISK: N Bk SeHhl, VEE, XAMBERZEATER), S SE IR

3.5.2. MESIT

TEGTF IR R GEih WAN IR, IR B AT i B R (PR ) - I g«
Wreija, WEMR. FIOOTHUGR 2 DHE LRI E LA EiEg

-

It

S
R
sRRS HPRS

=
=

I}

=it

I3

0.0G 0.0G

piti=stav

REEN @ =28 O =28
AR
HEARR 100 @m

ASXRRE 2048 am

WERRS]: 4 H A AR BB E, PRI R R Th e
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3.5.3. 3hZ DNS

7S DNS FRE5 5 WAN O HIA M IP BR—Ml 4 . A% WAN O F) 1P B4, W4 8 &H
WAN [ TP ——%f ¥ o

DONS @® xrg O @

R e éZnneEdit.cnm '

BA&E | myname

i
T
it
hird
i

FHE | myname 3322 0rg

MRSFRE: HEiSCRRIBhA DNS A LR JLHh A

DynDNS.org
freedns_afraid.org

Mo-IP.com
3322 org
easyDNS_com
TZ0.com
DynSIF.org
custom

Oray

R4 URAEAR S5 SR BRI E M 44

FAPEERG . RAE 55 3 B 7 I 50 E 3
FENA: BHE A

3. 6. B RE

3.6.1 Bk E
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= hita=

HEFEE ® mR O zZH
FEERE 60 @
HEEE 60 @
BREF @ EEHREE
EFFEL T @=x
ERBE | o v @ HEEERE

RS EEEE

SHEEEElR 5 @ ¢

R NEEE

BEREEE

KERM ERAEW: BOA 1 e Bk S Bs, AN A g (A b

JE SRR TTIR 2 Ja s B AR 55 i IR G A R IOt th 2 16 74 e SR I AM% D g

ZRRE: DL BARE R B, MR, RS, HI212 PRSCF R RA BRSBTS
RE

DEETRIE: AL BCE I A8 bR Bl h SR i (] A S s ok B T
ESf

i€ PA v O ok - S A T R N 6 S NN S NN S O 2

REHE: Ak 0 B4, IFESRI I NN EEE 5ok, &b, PEESE

Vi BRS5um Bk, 7 EIT R SR .
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BOEE

COM1/RS485_1 COM2/RS485_2

BR ® BF O ZB

EEE 115200 w

#EEG 8 v

FIEEE 1 v
TEEE X v

EEE 200 @ ms
ERAMY. | Modbus v

PR H BTSRRI A
1200
2400
4300

9600

19200
35400
57600
115200
230400

BAROL: BUEAA 8 £, 7 MMANERE, B2 8 fu

kb fFIEAA 2 £, 1 AANERE, B 1

ERK: KRIAH TR, AR, RK, B TR

BWE: & OBEERER YL H TSR Modbus SREE  iEfE

TE: BRI, IRS5umE FERA th BR FRiE AL, B AL ThREA fE 1L W 8]

Modbus TCPRSEIHEE
ModbusiRS =1 ModbusBESS %2 ModbusfESE 3 ModbusBRS w4 ModbusiESiE5
BR ® =8 O =8
PESERtmaE | 192.168.1.10
EEsEsER0O | 9010
fSGEID 100 i@ 0~65535
ID | 200 i@ 0~65535
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RZ- et Modbus TCP R4S v (1 Hu i
RS- 2235 11: Modbus TCP RS 3 (3 1

GPSigs
B A ES RGPS RGPS
GPS ® =@ O =R
E7£H 0 esE

A&

il @ eg1-2-3-45

Ky amk: BB ARR
A L
bt XFRAR S5 1-5 BCE

3. 6.3 Modbus BiC B

il & Modbus 84, RKEHIE
ModbusiINiZ &
Modbus#{im

ES 8EE =1 HEFEH ig&ID Thasls g AN HiExX™  Hedd: EH

f;
o
it
)
i

FiEModbusHRI

F= =EE 0 ETER =EID TheEss Fate=pily T SRR N Lol

1 EE COM2 ~ ||al1 1 3 1 1 Unsigned 16Bits + || 1 0 #Ehn

WAL TSRS, POCERF TR, S AT R H ALY
BO: B EAED, RFBRZOASSER

K72k FIRMBIELTR, FRHERSTFERE, W: a0l

B4% ID: Modbus #t4% 1D, 0-255 (10 #HE#))

Theetd: —Mh 03 Thiehd, LU AFa%E, 1-255 (10 D
AiEHhE: AR AHEE, 0-255 (10 #EH])

AN FAESEOREAN S, 0-255 (10 #ED

BAERRL: FRMAT 2 A7 8 5, A VKT (DCBA)
RO X RSS G 1-5 FCE

e RN E L
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ES B85 #0 BF & iBEID Thethd =7 iy o) HiEER  HeEdhd BE
1 iBE0 com2 a0l 1 3 1 1 unsigned 1 R
16Bits AB

FitEModbusHIRI

F= EEE #0 EFET 12D TI&ERS Ehanit TEL EHEET

com2 v Unsigned 16Bits v 1 Em

MHTREETR AN (16 ii)D:
01 03 00 01 00 01 D5 CA
W ID  ThRERS AT AR AR H R e R4S
484N (16 JFHi]D:
01 03 02 00 1C B9 8D
W ID DhRRRY HURTANEC WATIEER L]
0 1C (16 = 28 (10 dki)D
B A < ASNMRTEN ¥k AB HHEZEAL, MIEHEA 1C 00 = 7168
GREEREHHE) a01=28
B nT MBS TR E
BB MR 24w G
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BEERE @ =3
ES
BEE (iEE0
mERO | com2 v
HFEf  |alt @ ETEFLUSSSTT
BE |- B ETRIEUSESTT
B\ED 1 @ 0~255
ImEER 2 @ 0~255
Eiveciu:e | @ 0~65535
|1 @ 1~120
ZEEER | Unsigned 16Bits AB v | @ AREEFT
iR 1 @ ETESERLETST
B - @ ETRELUSSETT
b v @os-*
EER
HE 0 v @06

BAfr: TR U E R, ATRAARCE

BHERF: X4 ATRAE 2 B HEAT IR Rk

BHEE: B ar R A BRIER O R B M B AT

FERE: AR B (/N Bos £ 5

T WERCEZ AR T, (ERR TR BN SNBSS R, WAL

3.6.4 W NEH

ADC: Haj N\ — gV A F IR B, ARYE B E BN AR, THE R A
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BANmHES
ADCigE
EEE ADCEE BFER Bs=gill TEE 8RR HiRH BE B
EEEE ADC1 adcl 4-20mA 0 100 112131415 4 A & ) He
SHISADCEIE:

BEE ADCEEE HFEMR B2 il TEE HEE HiER BE

{ERARE2 ADC2 v adc2 0-5V ~ 0 100 172131485 4 w & =i

W&G: TULHREE, PR RS, WA T 68 BLELAY
ADC i@3B: X ADC {400 (1-2)

HFLHR: FIMOEIR AR, FRAENEEERE, 1 adcl
SRERR. R (4-20mA) BLEHE (0-5V)
ETFER: 6 sk R )

RO XSS 1-5 FCE

W RERDENEL, 1185001

BB LA BTN &R, FIANA

DI
TEARR: A ETHETHEC K, ERSei S e BT
RSN Oy 0 8 1, AR A RAZ I S T R AIRAS

Dhig&
EES DIiiE BHFEmR kN Lt i Rl =
DI DIt Dit EER 1 IR 10 @ ex || @ me
FBDIEE:
BEE DHEIE EFEi === e L) AT TARHElRE

(21 B THEE v EF » 8 Ao

oA

W&%: TR, POCERF TR, S ] R H ALY
DI@I&: *f™ DI MEfFsE (1-2)

B 7 AT DL SRS

K72k FIRMBIELTR, FRHERSTFERE, . dil

TR AN, o BN R

RO XSS 1-5 FCE

BrEkmIRE: THEBC

ke R A AMRREIIEEN BT Rt
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HHERZEicE
EEE HEEEE HFEir iR SR =H
{&EiES Relay1 do1 12/3/4/5 i v @ e & e
hiSAEEEEIE:
HEE SHEESEEE EFER LR SeEEREEE]

SRS Relay2 w do2 102131445 v = &

WL LI ABR&E, FOERT T REEAE NS, A T RE LAY
Sk AREIE: XN Ak A AR (1-2)

K72k FIRMBIELTR, FRHERSTFES, W: dol

bR KR RSS G 1-5 BCE

Sk AR 4K AR IV AR RAS T DA B T Bl T

e WiE S ERIABIT, b S R BOIR ST %

3.6.5 PRE AL E

W HHT T

UDP
MQTT
HTTP
MODBUS TCP

BRA LTSRN

JSON
HJ212

B ias BRZiHIEIE IR HmIEE BEmamsE [BEissiE
=1 =k A
fapsL TCP

Edsseay HJ212(2017)
ARE=sEthar 192.168.1.211
BEEIEwO 5001
MM 82E28820000001
ST 22 B 2FTE

] 123456 B 55

MRagasibi: 4552 HEH AR 55 i ) s
MRS 2R T IR 55 S ) s 11
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HJ212 iR B

BEETmE FESm2EmE IRSmIEE IREmIES [REEsEE
=158 ® BH =M
s | TCP

ESE=—sl] HJ212(2017)
BES==Etmak 192.168.1.211
IRE=sEmO 5001
MM 8888888000000
ST 22 @ 2FTE

=55 123456 B 6T

HJ212: 2 H [ SO0 GRAT b 1 52 8 A S v i

MN: MN SARHE XS L R A [l e 4 R A% BRI N 5 (A 35)
ST: ST B MRS —B, 2 7715 (LD .

FE: 6 T RAEN (L) .

MQTT FiE &

MQTTERFES test]
MQTTEER | test2
MQTTRFS admin
MQTTER password
ZMi%ID | paho6509939901800|
ERTLS/SSL
ca  [EREsr | earEa
AFRES | GRS | SO
RheH | MEEESTE | SREERTAIA
e
FRE: EED A RHREFE BRI, AR5 IR AT FAHILAC . RSS2k H B
FOIBLE T B PTVE AR SE ARS8 7 i o

MQTT P2 48 34 MQTT AR 55 3 i 75 ZE (K FH 7 44
MQTT ZEH5: JEHZ MQTT AR 55 3 BT 5 22 ) 3 1
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U ID: ME— kRN
TLS/SSL:  FF it 75 B IS B2 RIIE F

HTTP i &

Hitp URL | hitp:/192.168.1.211
iREsEmE | 9001

Http URL: HTTP AR45umibhl, #%=Can bR

Modbus TCP

M |MODBUS TCP v

REsEmO 9001

A Modbus TCP HAwi Wy — N 1, R B BAE N R P b i 2
VIR BN T K% Modbus TCP #4216 #Ef|E4E, 1. 97 79 00 00 00 06 04 10 00 00 00 01
$ AT LR R 16 BEm#HE, a0 04 10 00 00 00 01 01 9C

b s & BOLECHE V19 - o x

N - —
o oo 1 i R <Ti 2020-06-15 05:58:40 227 Len:00Q7F>:01 03 02 00 01 79 84
1) iz [2020-06-15 05:58:41 Iulou 00 00 00 0D 05 01 03 02 00 O | HRSEER Rl Ll 1 I

=}

(2) i3t
1521681 211 37463
(3) iR 3 ALt

[192.188.1.1 :30m

@ &

T

BRERE
I Bt
P&

I~ ¥eiker \

. % =1

e Eijie ZENE | BRED (B3RO || ¥R Dmes
“EEERE #08 me | | Eie0 | EsH | | 2R =F | O smiErEs

e dind O B B O S SHERAR e [ 5
I B A i o L
i 4 HiiRi WL TR 7

&
e — ]
sl Hone )

e

1 (A - |
=l oo 00 0o 0o 0o 06 01 03 02 00 01 bl one || [Moz0czon0r mes | |
S7 R7 COMI12E$TFF 115200 CTSiFalse  DSRiFalse  CD:False i

vE: B OV E B N Modbus

JSON #&=,

YL TCP. UDP. MQTT. HTTP
BRI (B X EELMEE EEERNTD)
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{
“tg": 1593759110852,
“paramsz": {

“o0* o, “IIY:0, “AnCc1 0. 00
1
1

BEE HE AR E R

EEVTFES1 | variableName1 @ BH128ASCIFT
SENTE(ET  varablel @ X128 TASCIFET
EEMTEE?  |variableName2 B X128 ASCIFET
SEENTE(E2  vanablez B BR128TASCIFT
BEEVYTEE]  |variableName3 B 27128 ASCIET
SENUTE(EY  varable3 @ BFX128ASCIFT
iR EHE I
{

“t=¥: 1E93TEDPE0114,
“wariableNamel”: “variablel”,
“wariableName?”: “variable?”,
“variableName3": “variable3”,
“paramz”: {

“o0*: 0, *OT7:0, "ADC1Y: 0. 005

1
1

HJ212 %=,
B LR SR BT S G753 4t /N R
R

’T‘_' M)
K HichiE
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